Withernsea High School 

(Specialising in Humanities and Technology)

Student Network Internet

and E-Mail Code of 

Conduct Policy
All computers on the school network are able to access the Internet. The School gives each student many network resources including their own e-mail account as well as their own storage area for course work. The student is responsible for the security of these areas and all materials stored in these areas. Network security is vital for normal uninterrupted service to all users and all network activity is constantly monitored. Any deliberate attempt to comprise the security system using specific software or hacking is strictly forbidden.  This could result in financial charges to the student to rectify any malicious damage caused or formal sanctions including exclusion from the school

Internet

· In lesson time the Internet will be used as directed by the teacher.

· Outside lesson time the Internet, (if available), may be used for individual research but students must not spend excessive amounts of time on this activity.

· Students are not permitted to use chat lines or other web enabled messenger systems in school.

· Students are not allowed to download or participate in the playing of online games across the Internet. They must not download software, attempt to install this software, or participate knowingly (or otherwise) in sharing network resources to outside users, or carry out any other activity, which may compromise or lead to the compromising of the security of the network.

· Students must not attempt to access pornographic or other unsuitable web sites. If such sites are encountered accidentally it should be reported to a teacher/technician immediately.

· Teachers and technical support staff constantly monitor the sites being accessed and will block inappropriate sites or sites used inappropriately by pupils.

· The use of the Internet to send or receive SMS phone messages or other such activities is not permitted.

· Printing should be kept to an absolute minimum and charging policies may be introduced for each student to pay in advance for additional printing quotas used over and above normal termly allocations.

· Students should not download or use in any way copyright materials unless specifically directed by the staff in charge. The student is responsible for copyright infringements, including illegal software downloading and use. 

E-mail

· The account holder is responsible for the content of all e-mails transmitted. If the account holder receives mail that is inappropriate or offensive in any way then they are to inform the mail administrator immediately using this e-mail address: postmaster@wscampus.net
· The authentication details, (password), are the sole responsibility of the account holder. These must not be divulged to anyone. If you suspect that they have been compromised then change them.

· The Headteacher may authorise a member of the SLG or Inclusion Team to check the contents of any student e-mail. 

· Students should not send e-mails that cause distress to the recipient or are detrimental in any way to the good name of the school. All e-mails are screened for inappropriate language, attachment types and sizes. Attachments will be removed if they contravene you user rights or campus policies.

· Students are allocated 10MB of space for their e-mail. They receive warnings when they use up 9MB. They cannot use the system if they reach the upper limit so it is vital they delete old messages and keep large attachments to a minimum.

· The system must not be used to transmit or receive unsuitable material.

· Students should only pass on their own e-mail addresses to individuals and organisations outside the network to people who are definitely known (family and friends) or who are bona fide organisations. The passing on of other users e-mail addresses from the database is strictly forbidden. 

· Students are responsible for all e-mail that they receive by their own requests i.e. by joining forums or other electronic groups and are forbidden from joining fellow students/users into such groups.

· Students should not participate in the sending of SPAM mail or chain mail of any kind and under no circumstances send mail on behalf of unknown third parties.

Security

Firewalls are in place, which provide two-way security.  Access to inappropriate sites and sending or receiving inappropriate material is controlled in this way.

Any breach of these conditions will result in either network access, Internet or e-mail facilities being withdrawn for either a fixed period or permanently. These actions are taken in addition to normal school sanctions.
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